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• This workshop!

– A digital twin is a computer model that simulates an object or 

process in the physical world… insights into the behaviour of the 

physical system… improve its design and/or functioning. 

• The National DT programme (broad church)

– Importance on data interoperability (technical work)

– Emphasises that aim is to improve operations / decision making

• Twin, model and shadow

– Emphasis on two way flow of data (hard-linking) for DTs

– Not universally accepted terminology

• Sometimes emphasis on high fidelity etc

– Need to be careful to have right fidelity, right time (not real time) 
updating, be driven by needs of applications

• Tech development – e.g. platforms vs decision science

• CReDO - Demonstrates the two aims of NDTp

What is a digital twin?



The Climate Resilience 

Demonstrator project 

(CReDo)



Why climate?



Why climate?

Committee on 
Climate Change

“There is a continuing 

lack of data on the 

vulnerability of 

infrastructure to 

extreme weather and 

the steps being taken 

to manage 

interdependencies 

between sectors.”
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CReDo application

• National DT programme: data/model interoperability to add value
– CReDo: demonstrate technology developed and value added by interoperability

– Schematic demonstrates consequences for other networks

– Everything relies on electricity, coordination relies on comms



CReDo architecture (flooding)

• And layered on top
– System modelling workflow needs to be embedded in decision 

support for use case… 

– … and possibly specialised to this

• Platform for secure interoperability of data (and models)…
– … again requirements might be quite different depending on ops, 

planning, etc
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• CReDo as DT

– Representation of possible future systems and context on which 
to experiment, and which can be embedded in decision analysis 

– Automated / low friction data ingestion

– Feedback to real system in form of planning decisions

– Data interoperability between organisations vital

• Limited direct data

‒ The future has not yet happened

‒ Extremes relevant

‒ Data do not include events that matter (eg failure modes)

‒ Data are model-generated (e.g. climate, surveys)

• Consequences

– Introduces uncertainty in modelling

– Role of explicit expert judgment (or interpretation of data)

Limited direct data



• I am a model-based decision support person

– CMCL are represented here! 

– Interoperability and individual companies’ security needs

Data architecture

Move existing CReDo functionality 

to a new distributed architecture 

where Asset Owners have the 

capability to control their data in 

their own secure environments.

Enable asset owners to see the 

system level view and insights 

from the digital twin according 

to the conditions of the data 

license.

Build in flexibility for future 

system functionality 

expansions and extensibility to 

new asset owners and data 

types.

Continue to explore and 

develop methods of promoting 

interoperability.

Unlock the strategic resilience 

planning use-case so Asset 

Owners can access and interact 

with real data for both their own 

and interconnected assets.



Limited data – asset failure 

modes



Asset availability (Smith/Wilson/CD)

• No direct data on [relevant] failure modes (common issue)
– Elicit cause/effect (Smith) and quantification (K Wilson) from expert field operatives 

• Generic cause-effect diagram
– Arrows: ‘if this happens at tail then probability of event at head is…” (Bayes net)

– Note ‘Permissions’ and ‘Access’

• Diagram for specific asset
– Note ‘Electronic wetness’ and ‘Backup power’

Flood depth



Elicitation of probabilities

• Probabilities elicited from field operatives (K Wilson)
– Modified SHELF method

– Each expert gives view first, then achieve consensus

– Systematic way of mapping expert judgment to system properties

• How to scale this to whole enterprise
– Limited resource for each individual asset (particularly local infrastructure)

– Expertise within organisation (currently methods designed for specialists)

��: pumps overwhelmed

��: pumps fail given 

defences and depth

��: backup gen 

unavailable

��: electrics fried if 

flooded

��: backup batteries 

stolen

��: backup diesel stolen



Complexity of climate resilience 

model



CReDo architecture (flooding)

• Infrastructure networks are not simple
– Climate and wide-area hydrology may be more complex…

– … at least in the way modelling is typically done…

– … usually how climate science enters into decision support!

• Decision analysis usually assumes bespoke runs
– If not bespoke model building!

– Climate/hydrology runs may be done by someone else for different or 

general purpose

– (Should be a purpose, and guidance on how they should be used!)

– (And users should be asking for this, not “throw data over the wall”)

• Preview – we have not solved this!
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UK Climate Projections (UKCP18)

• Model generated data – not ground truth, need for calibration
– Limited exploration of possible futures in high res data

– May be aspects of weather/climate which no climate models treat well



Derived hydrology (UKCEH)

• Based on UKCP regional datasets (12 runs, perturbed initial conds)
– For hydrology, calibration but no uncertainty treatment



Sources of uncertainty (MG)
• Parametric uncertainty (each model requires a, typically high dimensional, 

parametric specification)
• Condition uncertainty (uncertainty as to boundary conditions, initial 

conditions, and forcing functions)
• Functional uncertainty (model evaluations take a long time, so the 

function is unknown almost everywhere)
• Stochastic uncertainty (either the model is stochastic, or it should be)
• Solution uncertainty (as the system equations can only be solved to 

some necessary level of approximation)
• Structural uncertainty (the model only approximates the physical 

system)
• Measurement uncertainty (as the model is calibrated against system data 

all of which is measured with error)
• Multi-model uncertainty (usually we have not one but many models 

related to the physical system)
• Decision uncertainty (to use the model to influence real world outcomes, 

we need to relate things in the world that we can influence to inputs to the 
simulator and through outputs to actual impacts. These links are uncertain.)

• Uncertainty about what is meant by uncertainty and probability



Decision support in practice

• Aqua Book
– V good on what one should aim for 

– Scope does not include detail of technical approaches 

• How to design decision support for v complex systems
– Co-design of system modelling, uncertainty treatment, and decision support 

– Linking of models and datasets between subsystems

– May not be able to do own model runs…

– … so use available model-generated data…

– … and need expert interpretation in context

• Data driven approach will underestimate range of futures
– May well also underestimate possible adverse extremes

• Need approaches to building logically well founded decision 
support systems

– Context of current skills and practices



• Described CReDo project

• Challenges of climate (flood) resilience – heat next

• Expert elicitation in circumstance of limited direct data

• Need approaches to end-to-end decision support 

systems which can be used widely

• Coordinate system modelling, uncertainty, decision support

• Particular challenge for v complex systems

https://digitaltwinhub.co.uk/credo/technical/

https://www.ofgem.gov.uk/publications/decision-making-future-energy-
systems

https://www.researchgate.net/publication/275645691_Bayesian_decisio
n_AnalysisPrinciples_and_Practice

Summary


