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Opportunities 

• Big data and commercially owned data 

• Strong and enriched traditional data sources: 
cohort studies, surveys combining attitude 
and physiological data. 

 

 

 

 

 



 



 



 



 



 



 



 



 



In the face of all of this data 

• Where is privacy? 

• Or for that matter: what is it? 

 



In the face of all of this data 

• Where is privacy? 

• Or for that matter: what is it? 

• Turning first to the legal notions of personal 
data. 

– Data in which a living person is identifiable. 

 



The legitimation of processing 

• Legal Imperative 

• Overriding interests 

• Consent 

• Anonymisation 



Anonymisation: The Orthodox Solution 

• Anonymisation 

– Ensures legal compliance 

– Converts personal data into non-personal data 

– The risk of re-identification is negligible 

– Is not a system of risk management not a privacy 
preserving technique 

 





 



Prediction 

• In the face of the ever growing data 
environment. Anonymisation as a meaningful 
construct will be dead within 15 years. 

 



From data about to data of… 



 





 



 

http://www.digitaltrends.com/cool-tech/drone-swarm/


 



 



 



Given the direction of travel 

• Our social research and policy lexicon needs 
overhauling: 

• Not data but 
– Data environment(s)  

– Data situations 

• Not data subjects but 
– Informational citizens 

• Not data protection but 
– Data abuse 

 



And now for the new research 
paradigm…. 



 



Radically Interdisciplinary 



Data 

Research Findings Policy Impact 

Old style impact 



Coming soon 

Data 
Policy 



So privacy is dead? 

• “For all practical purposes, privacy is dead” 

– Hyatt (2012) 

• “You have zero privacy anyway. Get over it.“ 

– McNeally (1999) 

 

 



 



 



Privacy and Disclosure 

“There is a close connection between our 
ability to control of who has access to our 
information and our ability to create and 
maintain different sorts of social 
relationships with different people”; 
Rachels (1970) 



Disclosure and Identity 

• Social Philosophy: 

– Identity is represented to others through self 
disclosure; Goffman 

– OTOH our identity is in part formed through our 
interactions with others and their representations to 
us; Mead 

 

 



So Disclosure is: 

• The mechanism by which we operate our 
privacy. 
– Non-consensual disclosure subverts the 

psychologically critical process of self-disclosure. 

– This - rather than the information - itself is why 
non-consensual disclosure is problematic. 



And so information privacy is.... 

• Critical to our the formation of our identities 

• “Personhood” rather “ownership”. 

– My data is not just about me it is of me 

• To understand the meaning of privacy in a 
cultural context one must refer to processes of  

– Autonomy  

– Locus of Control 

 

 



The Information Society 

• Has always existed 

• Informational relations are isomorphic the 
societal structures and processes. 

• An “Information Society” presupposes 
“information Citizens”. 

– What sort of society/citizens do we want? 

– What sort of privacy do we want? 

 

 



Short to medium term solution 
Just in time consent 

Personal Privacy 
 Avatar 

Request for  
personal data use 



 
Just in time consent 

Personal Privacy 
 Avatar 

Personal privacy  
policy 

Refers to 



 
Just in time consent 

Personal Privacy 
 Avatar 

Personal privacy  
policy 

Not relevant 



 
Just in time consent 

Personal Privacy 
 Avatar Person 

Text 



Resolutions 

• Legal 

– New legal paradigm required. 

• Data Abuse not Data Protection. 

• Data are increasing of us not about us. 

• Technical 

– Real time consent is a possibility 

  

 

 

 



For the long term 
 

• Embrace the singulartarian hypothesis 

– Accept that we are evolving into a hive species? 

– Is this what we want? 

• the need for  
– A social science of data  

– A cultural debate 

– Societal level re-education 

– are paramount 



To Conclude: 

• New technologies over the next 10 years will produce 
ever increasing types and quantities of data. 

• New data change what we know about ourselves but 
also change our selves. 

• For privacy the key question is not whether we still 
have privacy but what sort of privacy do we want a 
which is tantamount to deciding what sort of society 
we want. 

• There are pressing need for a social science of data, a 
re-educated populace and an informed cultural debate 
about what sort of information society we want. 


