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The HTTPS Ecosystem is critical

Services & Applications

Edge || cURL || webkit |[ skype [ Apache

&5 &

HTTPS Ecosystem

« Most widely deployed security?
2 Internet traffic (+40%/year)

« Web, cloud, email, VoIP 802.1x, VPNs, ...



The HTTPS Ecosystem is complex

Services & Applications

Edge"cURLWebKit Skype [| IS || Apache [[ Nginx
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The HTTPS Ecosystem is broken

« 20 years of attacks & fixes
Buffer overflows
Incorrect state machines
Lax certificate parsing

Weak or poorly implemented crypt

Side channels

Services & Applications

Edge

cURL | WebKlt Skype [| IS || Apache [[ Nginx

Informal security goals

Certification
Authority

x509 — ASN. mﬁ

Dangerous APIs
Flawed standards

« Mainstream implementations

OpenSSL, SChannel, NSS, ...
Still patched every month!

Clients Q Servers
O TTPS
O
o O

TLS
| kkk \
A [l SHA |+

DHj ii 4Q
Crypto Alckithms
yp L.

@lje Washington Post

FREAK flaw undermines security for Apple
and Google users, researchers discover




Goal: a secure channel

authentication

infrastructure
client credential server credential
1 A

connect (server,port) ; \ é accept (port) ;
send “GET..”; . request = recv();
data = recv() ; Cllent server send “<html>.”;
send “POST..”; order = recv();
adversary

Security Goal: As long as the adversary does not control
the long-term credentials of the client and server, it cannot

* Inject forged data into the stream (authenticity)
 Distinguish the data stream from random bytes (confidentiality)



Client

LS protocol overview

Hello

Keying

e

Server

 >

Protocol negotiation
« Agree on version

« Agree on ciphersuite
Determines all crypto algos

Authenticated Key Exchange

« Verify server/client identity
* Generate master secret

« Derive connection keys

Finished

—

Key & transcript confirmation
* Completes authentication

* Matches transcripts

« Authenticated encryption

AppData

Application data streams
* Full duplex channel
* Authenticated encryption




Many configurations (some of them broken)

Client Server

Hello  ) 4 protocol versions
100s of ciphersuites
10s of extensions

Keying RSA key transport

DHE/ECDHE with
RSA/DSA/ECDSA
signatures

Finished

AppData HMAC with AES-CBC
PRECts HMAC with RC4
AES-GCM




miTLS (2013—...)

a first veritied reference implementation

1. Internet Standard compliance & interoperability
supporting SSL 3.0—TLS 1.2

2. Verified security:
we structured our code to enable its
modular cryptographic verification,
from its main APl down to concrete

algorithms (RSA, AES,..)

3. Experimental platform:
for testing corner cases, trying out attacks,
analysing extensions and patches, ...

Excluding core
crypto algorithms

Not fully automated
(paper proofs too)

Not production code
(poor performance)



GitHub - o
MIiTLS v0.9 released in Nov'15

é;‘ mits https.//github.com/mitls

A verified reference TLS implementation

T L s hitp-/fwww.mitls_org/

E] Repositories People 0
Filters = Find a repository. ..
mitls-fstar using F* (in progress)

TLS implemented in F*

with early support for TLS 1.3

Updated 17 hours ago

mitls-flex using F# & F7/ (stable)

TLS implemented in f7

Updated 14 dos a0 including testing tools



Veritied Communications Security?
=) 1%

client @ server

adversary

Application security (API, configuration) (1) data streams
Cryptographic schemes & assumptions  (2) main theorem

Protocol design (3) state-machine attacks
Implementation safety

Information control (leakage, privacy)
Verification tools (F#, F7, F*, Z3, Lean)



Modelling Secure Data Streams (1/2)
Type abstraction for integrity & confidentiality

Ideally, TLS passes around data // F* definition of Application Data
fragments; it cannot forge them, e ) o
. abstrac 1:1 =

or read their contents. 4 4

Concretely, this reduces to probabilistic ~ 1€t ghost #(1:1d) (d:data 1): GTot bytes = d

poly-time security assumptions on the type fragment (i:id) (rg:range) =
underlying cryptographic primitives d:data 1 {within (ghost d) rg}
(e.g. INT-CCA + |ND-CPA) val repr: i:id{—safe i}

. — rg:range
We use type indexes to > d:fragment i rg
separate between different streams, — Tot (b:bytes {b = ghost d})
keep track of their lengths, vl Eves AL idi—amie Al
and control coercions to concrete bytes > rg:range

— b:bytes{within b rg}
— Tot (d:fragment i rg {b = ghost d})



Modelling Secure Data Streams (2/2)

Stateful invariant for stream authentication

k o
ingi streams £
when

w

Connection

UO0I123UU0) 433



Security ot Nemwor é

h e O re m Cryptographic Provider \
: : application
cryptographic assumptions data stream é
Main crypto result: : —
concrete TLS & ideal TLS miTLS
are computationally implementation %6
indistinguishable miTLS typed AP! miTLS typed AP! ")
e : : any program
Verification teChﬂlque: representing the P application é
' ; adversary
security by typing C

Safe, except for a % Safe by typing
negligible probability € (info-theoretically)



Security
neorem

Proof automation

7,000 lines of F#
verified against

3,000 lines of F7/
type annotations

The security statement is precise

but complex, roughly the size of the

Cryptographic Provider

cryptographic assumptions
T

mITLS
implementation ANy

€
miTLS typed AP|

Bytes, Network
lib.fs

application
data stream

miTLS typed API ")

any program -
representing the / application
adversary

TLS APl and cryptographic assumptions



Scripting Tools & Security Testing

MITLS clean, modular implementation
supports rapid prototyping against others

One line of F# script for each TLS message,
with good cryptographic defaults

« Simple setup for “man-in-the-middle”
attacks and concurrent connections

e Built-in library of recent vulnerabilities
* Fuzzing on the TLS state machine

Focus on ease of use (but still for experts)



flaw in the standard
now patched in TLS

Triple handshake attack (2014

User Attncker Target

ClientBalla{cr, |[RSA4, DH]....)

CliantHellolor, [HSA])
ZarvarBallolsr, sid, N5 A ENC_A LG|
ServerCartificatalcerig, pkg)

w

SarverCartificateceris, pk, ) : - .
= HallaDa Hns scssion: Elmws: Hns sossion:
. P i gid, ms, anog — eeri ), sid, ms, o, 5r sid, mia, anoe — Tl
CliantEeyExch er, r, KEX_ALG, ENC_ALE e, o, KEX_ALE, ENC_ALG
. fresinke. o
wlrsalpkz, pms))
a: 1. New session - _ -
Hns comnection: Hmrem: Hus connection:
CliantFinishod k aid, ma, o', ar', cod, svd wid, ms, or, srf sl s, o, o', evd, sud
Sync eyS ifydatalms, log} )]
{LCE Applaca, AppData;
b e ]
SarvarFinished|werifydata|rms, logg))
SarvarFinished{verifydata/ms, logh)) ClisctHelloder”, [KEXALL) [ERCALC ewd)
SarvarSallofsr”. mad’ KEE ALG', ENC_ALG', cvd, svd)
b il sl bt el S
- - . - - el eert s
Cache new session: K oows: Cnche new session: e . . —p
sid, rnis, anon — cerf sid, ms, or, s sid, rns, anon — cerig — 3 t t O, s
cr, =r, RS A, ENC_ALG or, ar, 5.4, ENC_ALS _ . ren eg otlation o L L —
. .olong
— EreT (forwarding)
\pplata ClienzHayl
—— —— —— Corsificavaiert
ClleecliCE
CliemcFinished|verifydata[ms’, bagg)]
Sarvartos
J; y I T Tom WY
User Ateacker ServerFioisbad|{verfydatams’, log, i)
=
Cache new session: Emwrars: Cache now sessiom:
aid’, ma', eerto — corig o aid, ma eerto — coris
Hus sesxion: Konerws: His sessiva: o, oe” HEX_ALC', ENCALS e, or'', KEX ALC', ENCALG'
gid, ma, anon — cert,, wid, s, e, ar gid, ma, anon — certy, Applata
er, ar, KEEX_ALG, ENC_ALG er, ar, KEX_ALG ERC_ALG AppDatay
ClientHallojer”, mid)
i =1 o ar, mid) Acvopts datn stroun: Accepts datn strenm:
e Apphazal + AppDatald Applatal + Apphaxad

*

o ke —
verifydataima, log;)
Cl

2. resumption
(sync transcript)

i, ma, o' o’

CliemtFinishad| s

New connection:

Mew conmnection:
wid, s, er’, ar’, evd, sed

i, ma, o' o', evd | wod

AppData

AppData’

https://www.secure-resumption.com/




ClientHello

Server-Gated Crypto J

(abbreviated handshake)

Systemat

(full handshake)

the TLS state machine .z

Nick = 1

verNewSessionTicket Ntick = 0
Export Egﬁ *

ka = RSA

ServerKeyExchange ] R3A ServerCCS3

Static DH
sz = DHE|ECDHE

new attacks against all mainstream implementations

(authenticate client?) ServerFinished
TLS offers many ciphersuites, optional messages, o o
extensions... sharing the same state machine.

miTLS provides a verified TLS state machine.

We systematically generate and test
deviant traces against other implementation

(skipping, inserting, reordering valid messages) SNERIR Test results
et ) for OpenSSL:

et s ionti ok cach colored
arrow is a bug

We found many many exploitable bugs

ServerCCs

Server Finished



Systematically testing
the TLS state machine

new attacks against all mainstream implementations

TLS offers many ciphersuites, optional messages,
extensions... sharing the same state machine.

miTLS provides a verified TLS state machine.
We systematically generate and test

deviant traces against other implementation
(skipping, inserting, reordering valid messages)

ClientHello(v, [kz1, kza, ..

ServerHello(v, kx)

)

ServerCertificate(certg)

|

ServerKe“'lange(- )
Server”Done

CIientKe“-ange(. =)
CIE“CS

CIientFinish”ac(log, ces
Sel“CS

ServerFinished(mac(log’, - - -

ApplicationData*

We skip 6 messages

JSSE's client assumes
the key exchange

is finished, uses
uninitialized
0x000000...

as session key!



FREAK: downgrade to RSA_EXPORT (2015)

Man-in-the-middle attack against:
 servers that support RSA_EXPORT (512bit keys obsoleted in 2000) from 40% to 8.5%

* clients that accept ServerKeyExchange in RSA (state machine bug) almost all browsers
have been patched

Client C MitM Server S

ClientHello(cr,[...,RSA,...]) ClientHello(cr, [RSA_EXPORT))
ServerHello(sr, RSA) B ServerHello(sr, RSA_EXPORT)
ServerCertificate(certs)

A A A

_lgg_c_ ServerKeyExchange(slgn(cr | sr | psi12, sks) |
~. CIientKeyExchange(rsaenc(pmS,p512)> Factori ng
(ms, k1, ko) = kdf(pms, cr | sr) ss12 = factor(ps12) in 7-1 Oh Slml|ai’ attaCk,
(s, oty ) = kdfpms, e | o7 different crypto:
ClientCCS
_lggic_ P ClientFinished (mac(log, ms)) : LO G‘JA M (2 01 5)

ServerCCS

ServerFinished(mac(logl:, ms)) d OWnN g [a d e J[O

authenc(ky,Data)

- authenc(ky, Data’) Wea |< g rOU pS

<

Y
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BRE O venu - a e Washington Post The law and unintended consequences

N E WS = Sections ‘FREAK’ flaw undermines security for Apple The perils of deliberately sabotaging security
and Google users, researchers discover Mar 7th 2015 | From the print ediion 3 uike RERTINE AVEY
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Technology

Millions at risk from
‘Freak’ encryption bug

© 6 March 2015 Technology

Ehe New Hork imes
Apple, Android Browsers Vulnerable to 'FREAK Attack’

By THE ASSOCIATED PRESS MARCH 3, 2015, 9:06 P.M. E.S.T.

Getty Images

theguardian

COMPUTERS are notoriously insecure. Usually, this is by accident rather than design.

Modern operating systems contain millions of lines of code, with millions more in the
home ) tech UK world politics sport football opinion culture business = all applications that do the things people want done. Human brains are simply too puny to

Winner of the Pulitzer prize 2014

Technology build something so complicated without making mistakes.

Apple and Google lFREAI( attaCk' leaves On March 3rd, though, a group of researchers at Microsoft, an American computer

company, Imdea, a Spanish research institute, and the National Institute for Research in

millions Of usel‘s Vulnerable tO hacl(el‘s Computer Science and Automation, in France, discovered something slightly different.

They found a serious flaw in cryptography designed to guard private data such as e-mails,
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MUST READ: Pandora buys Rdio for $75 million

LOGJAM i 'Logjam’ browser vulnerability fix will
in the news ars technica ks thousands of websites

& by steve Dent | @stevetdent EAEAE

HTTPS-crippling attack threatens tens of
thousands of Web and mail servers

Diffie-Hellman downgrade weakness allows attackers to intercept encrypted data.

m ELECTRONIC FRONTIER FOUNDATION

by Dan Goodin - May 20, 2015 6:54am BST

MAY 27, 2015 | BY JOSEPH BONNEAU

Logjam, Part 1: Why the Internet is Broken Again (an Explainer)

. THEWALLSTREET JOURNAL.

New Computer Bug Exposes Broad Security
Pwnie for Most Innovative Research
Flaws Awarded to the person who published the most interesti

. . presentation, tool or even a mailing list post.
Fix for Loglam bug could make more than 20,000 websites unreachable

» Imperfect Forward Secrecy: How Diffie-He
Credit: David Adrian et al.

By JENNIFER VALENTINO-DEVRIES
May 19, 2015 7:02 p.m. ET This paper introduces the Logjam attack a vuln




We found & fixed flaws in legacy implementations of TLS...
probably many others still in there. Can we be more constructive?

Can we make the next TLS better?

« We are trying to model, implement,
and improve the new draft standard (TLS 1.3)

« Deployment will take years—are TLS 1.2 and TLS 1.3 jointly secure?

Can we deploy veritied code
in the TLS/HTTPS ecosystem?

 Despite great technical achievements,
formally verified software is seldom deployed and used

« TLS is small & critical, can be exemplary case
for verified deployed software



TLS 1.3: a new hope

Much discussions

IETF, Google, Mozilla, Microsoft, CDNs,
cryptographers, network engineers, ...

Much improvements

« Modern design
« Fewer roundtrips
« Stronger security

New implementations
required for all

« Be first & verified too!
- Find & fix flaws before it's too late
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Application Security: https://

https://www.visualstudio.com/

e Jrustis transitive

each page involves connections
to many servers (different origins)

o Jrustis implicit
17 concurrent TLS connections,
configurations, certificate chains

« Trust is a matter of state
cookies, caches, configurations, proxies

Experiments

" BNED e BE=E IY- Content type |
Name / Result/ Initiator / Headers Body Parameters Cookies Timings
Path Protoo Method Description  Content type Received Time Type
httpsy/ fwww visualstudio.com/ HTTPS  GET 200 text/html 1745 KB 65572 ms cocument o
o Request Method: GET
HTTPS  GET applicationfjovascript  10.68 KB 4846 ms  script Status Code: [l 200/ OK
Combined.css?resources=0dayout O:imageSprite 08GCol.. HTTPS  GET text/css 9.77K8 1932ms ik 4 Requast Headers
https: <0 msft.com u Accept: text/html, application/xhtml+xml, image/pr, */*
Combined css?resources=0Layout 0:imageSprite :BGCol.. HTTPS GET 200 text/css fr 0s
_1.min, HTTPS  GET applicationfjavascript 664 KB 1186 ms
optimiz HTTPS  GET 200 applicationfjovascript  20.13KB 2486ms  script
Loaderjs HTTPS  GET 304 application/javascript from ca 2027 ms  script
Combined js?resources=0:Utilities, 1 HTTPS  GET 200 applicationfjavascript 8.6 KB 1566 ms  script
Ps//i2-vso.secs-msf.com OK
SearchBoxjss?boxid=HeaderSearchTextBox&btnid=Head... HTTPS GET 200 application/x-javascript  4.66 KB 3135 ms
ttps: services socia ICrosoft.col £ar Vidgets. X
jquery-2.1.0.minjs HTTPS  GET 304 application/x-javascript  (from cache) 1086 ms  script
Combined.cssTresources=0:Home. 1 (:HeroRotator.1,2;qu... HTTPS GET 200 text/css 271KB
HTTPS  GET 304 text/javascript from ¢
Blytics. cox
HTTPS  GET 304 application/x-javascript 0
com/msvscs: Not Modified \ 4
2 HTTPS  GET 200 text/javascript
ots.opt trends.com/ots/api/js-4.1/20 S/WT: OK
serverComponent php?r=578293 7306700915&CfientiD=.. HTTPS GET 200 text/javascript X 509 = AS N . 1
tps//nexus.ensighten com/msvscs/ prox 0
jquery.minjs HTTPS  GET 304 text/javascript A \ 4
hetps: 2Lgoogleapis.com/aanAibs/jouery 2.0
321c0db7435fb02e24b7b5ddedd3dbd8 js?conditionld0=... HTTPS ~GET 304 application/x-javascript  (from TLS
‘ m
platform js HTTPS GET application/x-javascript  [from
tps//ww cro Leor ntent/f/feed: dn/en-u:
HTTPS  GET application/xjavascript  (from * % %
426 s scripts/a e v
ajsm=11087202615936;cache=0.25119600097490057 HTTP/2 GET 200 text/javascript 739 8
et it comn P
2 HTTPS  GET 200 text/javascript RSA S H A bl
hitps/ots.optimize webtrends.com/ots/api/js-4.1/204335/0nUt X
0f90383d2deb0c0878e399d284d548ae js?conditionld0=2.. HTTPS GET 200 application/xjavascript  (from
6d0b08F2295feb40c3 js7conditionid0=28... HTTPS GET 200 application/x-javascript  (from
sighten com/msvscs/proc/code .
|
HTTPS  GET 200 text/javascript 4384 Crypto Algonthms
ick/se \ 4
HTTPS  GET 200 application/x-javascript  (from
S WS GeT 200 text/plain 738K Network buffers
0 out of 0 errors 32 out of 83 requests 113,78 KB out of 1.91 MB transferred 251 5 out of 5.14 5 taken (DOMCont S E———————



https://www.visualstudio.com/

Long-term identities: X.509

Public-Key Infrastructure (Certificate Chains)

Designed in 1984; widely criticized but hard to replace
HTTPS is just one application

Same complexity as TLS?

ASN.1 grammar; many extensions and interpretations
50% of “TLS attacks” are in fact X.509 attacks

Recent Initiatives

Global scans for millions of certificates
Certificate pinning & transparency
Let's encrypt! hitps://letsencrypt.org/

Verification?

Complex ambiguous format
Certificate issuance and revocation policies

/ HTTPS

TLS

%k k

LRSA | SHA |e

ECDH || 4Q

.

Crypto Algorithms

A 4
\ Network buffers /



https://letsencrypt.org/

Cryptographic Algorithms tor HTTPS

Algorithms get broken & replaced over time

Security relies on probabilistic cryptographic assumptions (who knows?)

Modern design & implementations select between
various algorithms & implementations for the same core functionality

~30 standard algorithms

- Hash and key-derivation functions (SHA256) / —
« Symmetric cryptography (AES_GCM, AES_CBC)
« Public-key encryption and signing X.509 (—» ASN.1 |
- Elliptic curves (NIST, 25519, 4Q) L —_

High-performance
AES_GCM takes 0.46 cycle/byte on Intel Skylake Crypto Algorithms

Network buffers

Hand-tuned, low-level, architecture-specific \




*the Everest VERIfied End-to-end Secure Transport

Microsoft Research

infarmatiquas #F mathématiques
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Microsoft Research - Inria
JOINT CENTRE

Verified Sec
forthe HTT

MmITLS &
Everest™

e|;=:>:| & hitps://login live.com/ L2~ & Microsoft Corporati... &

Website Identification i

VeriSign has identified this site as: l

Microsoft Corporation
Redmeond, Washington .
Us -

This connection to the server is encrypted.

Should | trust this site?

Yiew certificates

Ure Implementations

°S Ecosystem



http://www.inria.fr/
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